Protecting Ourselves against Armed Attacks and Terrorism

Envisioned Emergency Situations
In the Basic Guidelines for Protection of the People established by the government of Japan, the following
emergency situations are envisioned.

This brochure describes how you, the residents of Osaka Prefecture,
should act in situations of armed attacks or large-scale terrorism etc. and
what things you should prepare for such situations on a routine basis.
Such responses have much in common with those needed at the time of
a natural disaster such as an earthquake. We hope that this brochure will
be used at home, within the community and other locations, and your
cooperation will lead to the safety of as many people as possible in the
case of such emergency situations.

Armed Attack Situations
Attacks by guerrilla/special operation forces

Ballistic missile attacks

• May cause damage suddenly.
• The damage will generally be limited to a relatively narrow area. But,
depending on the kind of facilities targeted (life-related facilities, such as
a nuclear power establishment), it may cause heavy damage.
• NBC weapons and dirty bombs (bombs designed to cause radioactive
contamination by spreading radioactive substances) may possibly be
used.

• It is extremely difficult to be able to pinpoint missile landing areas before
their launch. The missile is expected to land in a short period of time.
• It is difficult to specify the kind of warheads (conventional warheads or
NBC (nuclear, biological, and chemical) warheads) before they land.
Depending on the kind of the warhead, the damage inflicted will vary
greatly.

Aerial intrusion

Landing invasion
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• Compared with the case of ballistic missile attacks, it is relatively easy to
detect the signs of attack but difficult to specify the attack target in
advance.
• Main facilities in cities and lifeline infrastructures may possibly become
targets.

• In case of landing by ship, coastal areas are likely to become the initial
target of invasion.
• In case of landing by aircraft, airports near coastal areas are likely to be
targeted for attack.
• The areas where civil protection measures should be implemented are
likely to be extensive and the duration of the measures is likely to be
relatively long.
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Emergency Response Situation

System to Protect the People

In addition to armed attack situations, situations requiring emergency responses, such as large-scale terrorism, are envisioned as follows:

In the event of armed attacks and large-scale terrorism or other emergency response situations, national, prefectural, and municipal
governments will work in close coordination and cooperation to implement measures to protect the people’s lives and property.

Situations in which facilities where
many people gather and mass
transportation systems are attacked
• Bombing of facilities frequented by large numbers of people, railroad
terminals etc.

Situations in which facilities
having hazardous substances are
attacked
• Destruction of nuclear power establishments etc.
• Bombing of petroleum refinery complex, combustible-gas storage facility
etc.
• Attack on ships etc. carrying hazardous materials

Evacuation of residents
• In the event of armed attacks and large-scale terrorism, the national
government will issue warnings and promptly notify prefectural governments. The prefectural governments will subsequently convey the
warnings to municipal governments, which will communicate the
warnings to residents.
• When it is necessary to evacuate residents, prefectural governments will
issue the instruction of evacuation under the supervision of the national
government, and municipal governments will direct residents in the event
of evacuation.

Relief of evacuated residents
• In cooperation with municipal governments, prefectural government will
implement necessary measures, including the establishment of shelters
as well as the provision of water, food and medical care.
• Prefectural and municipal governments will collect and provide information about the safety of disaster victims.

Situations in which attacks are made
by using transportation means as
a means of destruction
• Suicide terrorist attacks using aircraft

Situations of attacks with
substances etc. capable of
killing many people
• A bomb designed to cause radioactive contamination by spreading
radioactive substances (dirty bomb)
• Dispersal of large amounts of biological agents
• Dispersal of large amounts of chemical agents

Response to armed attack disaster
• The fire department and other relevant organizations will conduct
operations of fire fighting and rescue of victims.
• Prefectural and municipal governments will establish hazard areas and
restrict access to such areas to prevent the occurrence of secondary
disasters.
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In the Event of Armed
Attacks or Terrorism
When warnings are issued
In the event of armed attacks or large-scale terrorism, municipal governments in the areas under threat from the emergency situations will alert their citizens by sounding
a siren of city government disaster administration radio. The content of the warnings will be communicated through TV and radio broadcasting and loudspeaker vans.
The residents in areas where evacuation is necessary are notified by the same method.
The sirens used for civil protection are specified by the national government. To distinguish the sirens from other sirens, please listen to sample sounds, which can be
heard in the Civil Protection Portal Site of the Cabinet Secretariat. (For its web address, see p.13.)

Protecting personal safety
[When you are indoors]
• Shut all doors and windows.
• Turn off the gas, water, and ventilator.
• Sit down away from doors, walls, and windows.

[When you are outdoors]
• Go indoors, to a place such as a robust building or underground
shopping arcade nearby.
• When driving a car, please stop the car and leave it off the road. If you
have to evacuate and leave the car on the road, please park the car
unlocked on the left side of the road.

Collecting information
• Listen to warnings and other evacuation instructions reported by TV,
radio and other media.

When instructions for evacuation are given
When evacuation is necessary, the Prefectural Government will issue instructions for evacuation in accordance with the situation.
When such instructions are given, please act calmly and follow the instructions.

Major evacuation sites
• Evacuation to indoor facilities (home, robust buildings or underground
shopping arcade nearby)
• Evacuation to outdoors from damaged facilities
• Evacuation from dangerous areas to peripheral safe areas
• Evacuation to nearby evacuation centers and shelters
• Evacuation to a distant place across municipal or prefectural jurisdictional
borders

Points to be kept in mind for evacuation
• Turn off the gas at the main valve and unplug electrical appliances
(except for refrigerators).
• Wear stout shoes, long pants, long shirts, and a hat.
• Carry a form of identification, such as passport and driver’s license.
• Take emergency supplies and goods with you. (For emergency supplies
and goods, see p.10.)
• Lock up the house and communicate briefly with the neighbors.

